Sky License (elD): A User Identification
Access Verification Protocol

Abstract

The Sky License (elD) system introduces a novel online user identification protocol that
balances accountability, security, and privacy in the digital landscape. By tying internet
access to a verifiable elD, it reduces harmful behaviors such as cyberbullying,
misinformation, and online crime while preserving user anonymity through the use of
secure encryption, dynamic glyph-based session identifiers, and blockchain technology.
Much like the introduction of driver’s licenses to regulate automobiles, the Sky License
treats internet access as a privilege requiring responsible behavior. The system employs a
rotating Glyph Identification system that generates unique session keys and securely tracks
user actions on the blockchain, offering a near-impenetrable defense against hacking and
fraud. This whitepaper explores the Sky License system’s framework, its alignment with
First Amendment protections, and its capacity for integration into existing internet
infrastructure. It also highlights global case studies, relevant court rulings, and its
commitment to user rehabilitation and transparency through an oversight committee.

By fostering a more accountable and secure internet environment, the Sky License (eID)
system envisions a future where the digital world operates with greater transparency and
respect, benefiting individuals and society as a whole.

Introduction

The internet has fundamentally changed the way we communicate and interact, offering
unprecedented access to information, communities, and conversations. However, along
with its transformative power, the internet has also become a breeding ground for harmful
behaviors such as cyberbullying, disinformation, and identity theft. These issues are not
merely a product of anonymity but arise from the deeper psychological phenomenon of
"online disinhibition,” where individuals feel detached from the consequences of their
actions due to the virtual barrier of a screen.

The ability to act without immediate repercussions has emboldened people to express
themselves in ways they never would in person. While free expression is essential, the lack
of accountability online has allowed toxic behaviors to proliferate. For example,
cyberbullying has escalated with devastating real-world impacts, while disinformation
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campaigns have undermined public trust in institutions.

At the heart of this issue is a question that society must answer: [s internet access a right or
a privilege? Many argue that the internet is so integral to modern life that access should be
treated as a fundamental right. However, just as driving a car is a privilege that requires
responsible behavior, so too should internet access come with conditions. Misuse of the
internet can cause tangible harm—not just to individuals but to society as a whole, as
evidenced by the rise in online harassment, identity theft, and large-scale disinformation.

The Sky License (elD) system offers a solution to this growing problem by viewing internet
access as a privilege tied to responsible digital behavior. Much like a driver’s license, the Sky
License links online actions to a verifiable eID, ensuring that users are held accountable for
harmful behavior while maintaining privacy through dynamic glyph-based encryption. By
introducing these accountability measures, the Sky License system seeks to transform the
internet from a "wild west" into a balanced environment where free expression and
responsibility coexist.

This whitepaper explores how the Sky License system can create a safer, more respectful
digital space by integrating secure identification protocols, such as rotating glyphs and
blockchain technology, with transparent oversight mechanisms. In doing so, it provides a
pathway for evolving the internet into a space that reflects the standards of responsibility
expected in the physical world.

Glyph Identification System and Blockchain Integration

The Sky License (elD) system addresses one of the core challenges of internet governance:
how to maintain accountability while protecting user privacy. Existing methods for securing
online interactions, such as alphanumeric passwords or digital signatures, are increasingly
vulnerable to hacking, brute-force attacks, and exploitation by bots. To overcome these
limitations, the Sky License (eID) incorporates a dual-layered security protocol: the Glyph
Identification System and Blockchain Integration.

This section explores the technical workings of these systems and how they work together
to ensure that users' online sessions remain both secure and anonymous, while maintaining
an immutable record for accountability.
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How the Glyph Identification System Works

The Glyph Identification System is at the heart of the Sky License’s ability to provide
dynamic, session-based security. Here’s how it functions:

Session-Specific Glyph Generation: Each time a user accesses the internet or logs into an
online service, the Sky License generates a session-specific glyph code. The glyph system
draws from a large set of 2,000 possible symbols, known as the "glyphabet." For each
session, a unique combination of 48 glyphs is selected from this pool, ensuring that no two
sessions are ever identical and enhancing security through unpredictable visual
representations.

The glyph string for each session is calculated based on a combination of:
¢ User ID (hashed for privacy)
¢ Timestamp of session initiation
¢ Unique encryption key (generated via AES-256 encryption)

The result is a unique visual representation—a glyph string—that changes with every
session, ensuring that no two interactions are identical and making it difficult for hackers to
predict or replicate identifiers.

Physical Sky eID Card Scanning and Biometric Integration

Each session must begin with the end user physically scanning their Sky eID card at the
computer or terminal, or alternatively tapping their glyph-enabled card to authenticate
their identity. This process is the cornerstone of the Sky License (elD) system, as it links
every session directly to the user’s verified identity. Without the physical card, users cannot
access the internet, ensuring that enforcement measures, such as revoking access, are
feasible and effective. For added convenience, users may opt to tie their biometrics (such as
a fingerprint or facial recognition) to their Sky elD. This biometric option provides a faster,
more seamless authentication method while maintaining the same level of security.
However, the use of biometrics is entirely optional, allowing users to prioritize convenience
without sacrificing the security of their physical Sky eID card. This flexibility ensures that
individuals can choose the method of authentication that best suits their needs.

Rotational Security and Glyph Evolution: A critical feature of the glyph system is
rotational security. This means that the glyphabet evolves annually, with new glyphs being
added and older ones retired. This evolution maintains the freshness of the glyph set,
ensuring long-term security and preventing pattern recognition.

e Users are required to update their Sky License (eID) periodically, incorporating new
glyphs into their ID and retiring old ones.

¢ This rotational system makes it nearly impossible for malicious actors to develop
predictive patterns that could compromise future sessions.
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Formula for Glyph Generation: The glyph string for each session is generated using the
following formula:

G=H(U, T, K)
Where:
e Grepresents the glyph string for the session.
o His the hashing function (e.g., SHA-256) that combines the inputs.
e Uis the user’s hashed Sky elD.
e T is the timestamp of the session initiation.
o Kis the unique encryption key generated for the session (AES-256).

This formula ensures that even if the user ID or timestamp is compromised, the session
glyph remains protected through encryption.

Additionally, the total number of possible glyph combinations provides immense
security. With an initial set of 48 glyphs, the possible combinations for a 10-glyph string are
calculated as follows:

C=48'"=1,099,511,627,776

This ensures over a trillion possible combinations, making it virtually impossible for bots or
hackers to guess the correct glyph sequence for any session.

Resistance to Bots and Hacking

Unlike traditional alphanumeric digital signatures, the visual complexity of the glyphs
makes them highly resistant to automated attacks and bots. Bots typically rely on text-based
inputs that are easier to process and manipulate. In contrast, the glyphs generated by the
Sky License are visual in nature, requiring sophisticated image-recognition technology to
process—technology not commonly used in automated attacks.

Even if a session is compromised, the rotating glyph system ensures that the compromised
data is useless for future interactions. Each session is uniquely tied to its specific glyph
string, which cannot be reused or predicted. Encryption of the entire user session is critical
to the security offered by Sky License. If a hacker were to gain access to the session, the
encryption would prevent them from altering data, stealing sensitive information, or
hijacking the session entirely. Without the ability to decrypt the session data, a hacker
would be limited to passive observation without the ability to interfere. By securing
sessions through end-to-end encryption in combination with the unique glyph system, Sky

Do not distribute. Confidential. All Rights Reserved. ©2019-2024 Sky eID



License ensures that users are protected from session-based attacks such as man-in-the-
middle interception, data manipulation, and identity theft.

¢ The dynamic nature of the glyph system, combined with encryption, makes brute-
force attacks or predictive hacking techniques virtually impossible.

Tying the Glyph System to Blockchain

The security and accountability of the Sky License (eID) are further enhanced by integrating
blockchain technology. The blockchain provides an immutable, decentralized ledger that
logs each user session without storing sensitive personal data.

Hashing Glyphs for Blockchain Storage: Although glyphs are visual symbols, they can be
converted into cryptographic hashes (e.g., SHA-256) to ensure compatibility with
blockchain’s data structures. This hash serves as a unique identifier for the session, linking
the glyph to the user’s activity without revealing sensitive information.

e Each session’s glyph string is hashed and stored on the blockchain ledger.

¢ Only the hash, not the actual glyph image, is stored. This ensures that the session
can be traced back if necessary, but the details of the glyph and user identity remain
private.

Immutable Record of Sessions: Once the session is logged on the blockchain, it becomes
part of an immutable record that cannot be altered or tampered with. This ensures that
every action taken during a session is traceable, providing transparency for oversight
without compromising user privacy.

¢ Transparency and Accountability: The blockchain log serves as a transparent
record that can be audited by authorized oversight bodies, ensuring that any misuse
of the system is traceable.

e Security: The decentralized nature of blockchain ensures that no single entity can
manipulate or alter session data, offering long-term integrity and security.

Biometric Integration for Enhanced Security

For additional security in high-risk or sensitive environments, the Sky License system can
be integrated with biometric data such as fingerprints, facial recognition, or iris scans. This
multi-factor authentication provides an extra layer of protection for users, particularly in
cases where anonymity is essential.

Biometrics Combined with Glyphs:

e Users can combine their Sky License with biometric verification to ensure that their
identity is secure, even in high-stakes interactions such as financial transactions or
government access.
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¢ Biometrics serve as a physical barrier to unauthorized access, preventing identity
theft or fraud.

Privacy Considerations: While biometric data enhances security, the Sky License system
ensures that it is encrypted and protected. The combination of glyph-based session
verification with biometric data ensures that even in cases where biometrics are
compromised, the session itself remains secure.

Static Glyph Identification for Physical Verification

Beyond session-specific glyphs, the Sky License (eID) includes a static Glyph Identification
printed on the physical Sky License card. The Sky License system draws from the same
glyphabet of 2000 unique glyphs, but each physical Sky elD card only uses a fixed set of
12 glyphs. Each year, two glyphs from the static set are retired and two new glyphs are
introduced, ensuring enhanced security and reducing the risk of forgery or unauthorized
use. The static glyph acts like a digital signature for quick verification by authorities or
service providers without the need to access session-specific data.

Physical Verification by Authorities: In cases where authorities need to verify a user’s
identity (e.g., during an investigation), they can scan the static glyph on the Sky License.
This glyph is not tied to the rotating session data, ensuring that sensitive session
information remains secure.

Security Without Biometrics: The static glyph provides an easy, non-invasive way for
authorities to verify the Sky eID without requiring biometric scans. This preserves user
privacy while ensuring that the Sky License is valid and authenticated.

Service Provider Gateway and Universal Database

The Sky License (elD) system requires seamless integration with Internet Service
Providers (ISPs) to ensure that each user’s identity is verified before they can access the
internet. This section outlines the technical framework of the Service Provider Gateway, the
role of the Universal Database in managing secure user data, and the implications for
privacy, security, and user appeals within this framework.

Service Provider Gateway

The Service Provider Gateway acts as the digital checkpoint, ensuring that every user’s
Sky License (elD) is verified before accessing the internet. ISPs, already accustomed to
managing secure user authentication and data compliance under regulations like GDPR and
CCPA, can adopt this system with moderate infrastructure upgrades.

How the Gateway Works:
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Each time a user connects to the internet through their ISP, the Service Provider
Gateway scans the user’s Sky License (eID) via biometric verification or the static
glyph ID on their card.

The ISP sends this data to the Universal Database, which stores encrypted records
of the user’s Sky elD status and any infractions they may have accrued.

The gateway confirms the validity of the user’s Sky eID before granting internet
access. If the user has accrued infractions (e.g., cyberbullying or disinformation
penalties), the gateway may issue a warning or restrict access depending on the
severity of the infraction.

Session Tracking:

Once the user’s Sky elD is verified, the Service Provider Gateway assigns a session
ID, which is logged on the blockchain. This session ID is dynamically generated using
the Sky License’s rotating glyph system, ensuring that the user’s online activity can
be tracked without revealing personal identity. Enhancement: The session
tracking system employs end-to-end encryption to ensure that data remains
secure and anonymized throughout the session. No personal user data is visible to
the ISP or any third parties, and the session ID changes dynamically with each login,
providing both security and privacy.

Blockchain integration ensures that each session ID is stored immutably, allowing
for complete transparency and traceability without compromising privacy. In the
event of a legal investigation or reported misconduct, authorized oversight bodies
can review the session logs without having access to personal details, protecting
users’ privacy while maintaining accountability.

Data Privacy and Security:

The Service Provider Gateway is designed to be fully compliant with data privacy laws
such as GDPR and CCPA, ensuring that all data exchanges between the user, the service
provider, and the Universal Database are encrypted. The gateway cannot see personal
user data or session history, which is only accessible to the Oversight Committee in
specific legal contexts.

Enhanced Detail:

All data exchanged between the gateway and the database is encrypted using AES-
256 protocols, and session IDs are anonymized. The Universal Database and
blockchain ensure that only anonymized session logs are stored, with access to
personal information tightly controlled and only granted after legal authorization.

Transparency: Every interaction within the system is logged immutably on the
blockchain, which ensures that any access to personal data or session logs by
authorities is transparent and traceable. Regular audits ensure that the system
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operates according to both global privacy regulations and the Sky License’s ethical
framework.

Universal Database

The Universal Database serves as the central repository for managing user records,

session logs, and infractions. This database securely stores each user’s Sky License (elD)

information, including their biometric data, static glyph ID, and cryptographic hashes of
their session-specific glyphs.

Encrypted User Data:

The Universal Database uses AES-256 encryption to store personal information
such as the user’s name, biometric data, and static glyph ID for identity verification.
The system ensures that only authorized entities—such as the Oversight
Committee or law enforcement agencies—can access user data in specific, legally
defined circumstances.

Immutable Logs: Each session’s glyph string is hashed and stored on the
blockchain, creating an immutable log that cannot be altered. This ensures that all
user actions are traceable in the event of a security breach or legal dispute, while
maintaining user privacy.

Handling Infractions:

The Universal Database also tracks user infractions such as penalties for
cyberbullying, harassment, or disinformation. These infractions are immutably
logged on the blockchain, ensuring transparency and preventing data manipulation.

Enhanced Detail:

Infractions and Penalty Points: Infractions are categorized based on their
severity, with minor infractions leading to warnings or temporary restrictions and
major infractions resulting in more severe penalties (e.g., suspension of the Sky eID
or referral to law enforcement). The system assigns penalty points for each
infraction, similar to the points system for driver’s licenses. Accumulating too many
points could lead to the suspension or restriction of internet access, while users can
undergo rehabilitation or educational programs to reduce their points and regain
access.

User Rehabilitation and Education: Rather than focusing purely on punitive
measures, the Sky License system offers pathways for users to correct their
behavior. Users can reduce their penalty points by participating in online behavior
training courses, which teach responsible internet use and digital literacy. These
corrective actions provide users with the opportunity to restore their privileges.
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Advanced User Appeals Process:

New Section: The Sky License system includes a robust appeals process to ensure
fairness and transparency. Users have the right to appeal infractions, contest penalties, and
present evidence in their defense.

¢ Al-Driven Initial Screening: When users submit an appeal, an Al-driven system
conducts an initial review of the infraction and the appeal to expedite the process.
This Al system helps flag potentially unjust penalties or cases where human
oversight is necessary.

¢ Oversight Committee Review: Appeals are escalated to the Oversight Committee,
which reviews the case, including session logs and any available evidence. The
committee’s rulings are final but are also logged on the blockchain for full
transparency and auditing.

¢ Transparency and Fairness: Every decision in the appeals process is recorded
immutably, providing users with full visibility into how their case was handled and
ensuring that no decisions are made arbitrarily. Additionally, users have access to
their personal session logs through secure channels, allowing them to gather
evidence for their appeals.

Blockchain Integration

The Universal Database and Service Provider Gateway are integrated with blockchain
technology, providing an immutable ledger of all user sessions and infractions.

Immutable Session Logs:

¢ Once a session is initiated and the user is granted internet access, the session ID and
hashed glyph string are recorded on the blockchain. These logs are immutable and
ensure that no one, including ISPs or external entities, can alter or tamper with
session data.

Transparency and Accountability:

¢ Blockchain’s decentralized nature ensures that session logs are transparent and
secure, with a complete record of all actions taken. In the event of a security breach
or misuse of the system, this audit trail provides full transparency for oversight and
regulatory bodies.

Enhanced Detail:

¢ Third-Party Auditing: Independent third-party auditors can review the system
periodically to ensure that it remains compliant with global data privacy standards
and that all actions taken by ISPs or the Oversight Committee are fully transparent.

Personalized Marketing and GDPR Opt-In:

Current State of Personalized Marketing:
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e Under GDPR, users must explicitly opt into data tracking for personalized
advertising. The Sky License system introduces additional layers of protection by
anonymizing user sessions and encrypting data through the Service Provider
Gateway.

New Section:

¢ Does Personalized Marketing Create Vulnerabilities?: Personalized advertising
inherently relies on tracking user behavior, which introduces potential privacy
risks. Although users opt into this tracking, the agreements are often broad and not
well understood. In the Sky License system, session data is anonymized, making it
difficult for advertisers to create detailed user profiles across sessions.

¢ Restricting Personalized Marketing: To further enhance privacy, the system could
limit or restrict session tracking for advertising purposes. Alternatively, a stricter
opt-in process could be implemented, requiring users to consent to tracking on a
session-by-session basis, ensuring that users fully understand the scope of the
tracking they are agreeing to.

Conclusion

The Service Provider Gateway and Universal Database form the core of the Sky License
(eID) system, ensuring that internet users are held accountable for their actions while
maintaining their privacy. The blockchain’s immutability provides transparency, while the
system’s layered security protocols protect user data and ensure that sessions remain
anonymous unless legally required to reveal them.

The appeals process and user rehabilitation pathways emphasize fairness, giving users the
chance to correct behavior and regain access, while maintaining a system that balances
accountability with privacy and transparency. ISPs can integrate this system with minimal
disruption, and it aligns with global data protection standards, making it a viable solution
for internet governance in the digital age.

Infractions and Oversight Committee

The Infractions and Oversight Committee is the central regulatory body of the Sky
License (elD) system. Its primary role is to monitor user behavior, process infractions, and
ensure fair and transparent enforcement of penalties. The committee operates through a
structured, multi-tiered approach that balances user accountability with fairness,
rehabilitation, and privacy protection.

Handling Infractions
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The Sky License system categorizes infractions based on the severity of the user’s online
behavior. Infractions include activities such as cyberbullying, harassment, disinformation,
identity theft, and more severe forms of misconduct. By tracking these infractions
immutably on the blockchain, the system ensures transparency and accountability,
protecting both users and the internet ecosystem.

Types of Infractions
¢ Minor Infractions:

Examples: Mild offensive language, sharing misinformation with limited public impact,
occasional trolling.

Penalties: Minor infractions are met with warnings, temporary restrictions, or a small
number of infraction points. Users who accumulate multiple minor infractions will see
escalating penalties over time, following a system akin to penalty points on a driver’s
license.

Example: A user spreading minor misinformation may receive a warning, 2 infraction
points, and be required to take a short digital responsibility course to reduce points.

¢ Major Infractions:

Examples: Repeated cyberbullying, disinformation campaigns that endanger public safety,
identity theft, cyberstalking, or hacking.

Penalties: Major infractions result in harsher consequences, including long-term
suspension of the user’s Sky elD, referral to law enforcement, or mandatory rehabilitation
programs.

Example: A user engaging in persistent harassment could face a six-month suspension of
their Sky eID, combined with the requirement to undergo a digital behavior assessment.

Corrective Actions and User Rehabilitation

Unlike many punitive systems, the Sky License (eID) system offers a path to rehabilitation.
Users who violate the guidelines can take corrective actions to restore their status and
regain access to full internet privileges.

+ Rehabilitation Programs: Users who accumulate a certain number of penalty
points are required to participate in rehabilitation programs that focus on online
behavior education, responsible internet usage, and digital literacy. These programs
are designed to prevent repeat offenses by educating users on the consequences of
their actions.

¢ Restoring Internet Privileges: Users who complete rehabilitation programs
successfully can reduce their penalty points and restore full access to the internet.
By offering this pathway, the system emphasizes education and rehabilitation over
permanent exclusion.
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Enhanced Detail:

Positive Community Contributions: Users may also reduce their penalty points by
contributing positively to the online community. Examples include writing
educational content, helping monitor safe online behavior, or volunteering in online
forums dedicated to digital literacy.

Behavioral Assessments: In more severe cases, users may be required to undergo
behavioral assessments conducted by professionals to ensure they understand the
impact of their harmful behavior and are ready to rejoin the online community.

User Appeals Process

The Sky License (elD) system prioritizes fairness and transparency through a structured

appeals process. Users can appeal infractions they believe were unjust or too harsh.

Initial Al Screening: When a user submits an appeal, Al-driven tools conduct an
initial review to expedite the process. These tools assess the infraction and the
appeal, flagging cases where human oversight is necessary or where penalties seem
unjustified. This Al screening reduces human error and ensures that the appeals
process moves efficiently.

Oversight Committee Review: After the initial screening, the Oversight
Committee conducts a detailed review of the case, examining session logs, user
behavior patterns, and any additional evidence provided by the user. The committee
then decides whether to uphold, reduce, or dismiss the penalty.

Transparency and Logging: Every decision made by the committee is immutably
logged on the blockchain. This ensures that all actions are traceable, transparent,
and available for review by third-party auditors. Users can access their session
history and the rationale behind the committee’s decision to understand how their
case was handled.

Enhanced Detail:

Right to Defense: Users can present evidence to defend their actions, ensuring that
no decisions are made arbitrarily. The Oversight Committee provides users with
the opportunity to explain their behavior, and committee rulings are subject to
further review if additional evidence comes to light.

Committee Structure and Operations

The Infractions and Oversight Committee operates through several specialized
departments, each designed to handle different aspects of user behavior monitoring and

penalty enforcement. This structure ensures that the system functions efficiently, fairly, and
transparently.

Departmental Structure
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¢ Complaint Review Department:

This department is responsible for receiving complaints from users, businesses, and
government entities. Using Al-driven screening tools, the department quickly assesses
complaints to determine their validity and whether they warrant further investigation.

¢ Investigation Department:

For more severe or complex infractions, the Investigation Department conducts in-depth
reviews. This department gathers evidence from session logs, user interactions, and other
digital footprints. The department can escalate cases to law enforcement when necessary
(e.g., identity theft or criminal behavior).

¢ Judicial Review Department:

The Judicial Review Department handles the final ruling on penalties. After reviewing all
evidence, this department issues the appropriate penalties and determines whether
corrective actions are required. All decisions are logged immutably, ensuring complete
transparency.

Enhanced Detail:

¢ Technology-Driven Investigations: The system leverages Al tools to identify
patterns of harmful behavior, detect disinformation campaigns, and flag high-risk
interactions. This enhances the committee’s ability to process complaints and make
accurate rulings efficiently.

Types of Infractions and Penalties

The system categorizes infractions into clear categories to ensure that users are fully aware
of the consequences of their digital actions.

¢ Cyberbullying and Harassment: Users engaging in personal attacks, threats, or
bullying face escalating penalties, from warnings to temporary restrictions to long-
term suspensions for repeat offenders.

¢ Misinformation and Disinformation: Spreading false or misleading information,
especially when it endangers public safety or democracy, leads to serious penalties.
Repeat offenders may face suspension or permanent restriction of their Sky elD,
limiting their access to digital platforms.

+ Identity Theft and Cyberstalking: Severe offenses such as identity theft and
cyberstalking are immediately referred to law enforcement, and session logs stored
on the blockchain provide a transparent and traceable record that can be used in
legal proceedings.

¢ Freedom of Speech vs. Harmful Behavior: The system carefully balances
protecting free speech with penalizing harmful actions. Opinions and beliefs are
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protected, but actions that incite violence, promote hate, or spread harmful
falsehoods are subject to penalties.

Legal Oversight and International Collaboration

The Sky License (elD) system works within global legal frameworks and collaborates with
law enforcement and regulatory bodies across jurisdictions.

Collaboration with Law Enforcement: In cases involving illegal activity, the
Oversight Committee collaborates closely with law enforcement agencies,
providing session logs and digital evidence to assist in criminal investigations. The
blockchain ensures that all data provided is authentic, transparent, and unaltered.

International Cooperation: As the internet is a global system, the committee
collaborates with international regulatory bodies such as INTERPOL and Europol to
address cross-border infractions. This collaboration ensures that users cannot
escape accountability by operating across different countries.

Enhanced Detail:

Harmonizing Global Standards: The Sky License system aligns with global
standards like GDPR, allowing for smoother integration across different legal
systems. The system’s decentralized architecture also makes it adaptable to
different jurisdictions, supporting international collaboration on digital governance.

Transparency and Public Accountability

To maintain user trust, the Infractions and Oversight Committee operates with complete
transparency. All decisions, investigations, and penalties are logged on the blockchain,
creating a publicly auditable record of infractions and enforcement.

Public Reporting: The committee issues regular reports summarizing the number
and types of infractions, penalties enforced, and trends in digital behavior. These
reports are anonymized and provide insight into the system’s overall performance.

Clear Communication: Users are clearly informed of their infractions, penalties,
and options for appeal. This ensures that users fully understand their rights and
responsibilities under the Sky License (eID) system.

Conclusion

The Infractions and Oversight Committee ensures that the Sky License (elD) system
operates fairly, balancing accountability with rehabilitation. Through structured
departments, transparent blockchain logging, and Al-driven tools, the committee enforces
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responsible digital behavior while offering pathways for rehabilitation and correcting
infractions. The inclusion of an appeals process and international collaboration strengthens
the system’s fairness and global reach, ensuring that the internet remains a safer and more
accountable space.

Sky License (elD) Conclusion

The Sky License (eID) system represents a transformative approach to online governance,
blending accountability, privacy, and security into a single comprehensive framework. In an
era where the internet has become an integral part of our daily lives, its unchecked misuse
has led to significant issues such as cyberbullying, misinformation, identity theft, and online
radicalization. The Sky License system seeks to address these challenges by establishing a
digital space where users are held accountable for their online behavior while preserving
their right to privacy and freedom of expression.

Accountability and Security

The Sky License (elD) system's foundation rests on the principle that internet access is a
privilege tied to responsible digital behavior. By linking every user’s digital actions to a
verifiable eID, harmful online behaviors—such as harassment, cyberstalking, or the spread
of disinformation—are met with clear and transparent consequences. This creates a safer
internet environment where users must operate within the ethical boundaries established
by society.

Security Through Innovation:

¢ Dual-Layer Security: The combination of the Glyph Identification System and
Blockchain Integration provides a dual-layered approach to security. Session-
specific glyphs ensure that users' activities are uniquely encrypted and anonymous,
while blockchain logs provide a tamper-proof, immutable record of their sessions.

+ Immutable Records: Every online session is recorded immutably, ensuring that no
tampering, hacking, or unauthorized manipulation of session data can occur. These
records provide transparency and traceability, empowering oversight bodies to
ensure fair enforcement and user accountability.

Privacy and User Protection:

¢ While holding users accountable, the Sky License system places a high value on
protecting user privacy. Personal information is never stored on the blockchain, and
session logs are anonymized to ensure that user identities remain secure unless
legally required to be revealed. This balance between transparency and privacy
represents a significant step forward in internet governance.

Feasibility and Seamless Integration
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A key strength of the Sky License (eID) system lies in its ability to integrate with existing
internet infrastructure. Internet Service Providers (ISPs) already comply with data privacy
regulations, such as GDPR and CCPA, making the adoption of the Sky License system both
feasible and efficient.

Timeline and Implementation:

o Infrastructure Readiness: Since ISPs already manage secure user authentication
and data protection protocols, incorporating the Sky License system would require
moderate upgrades to their current infrastructure.

e 12-24 Month Rollout: The system can be fully implemented within 12-24 months,
utilizing existing encryption and blockchain technologies. This short timeline allows
for rapid deployment, addressing immediate issues of internet misuse while
aligning with long-term digital security goals.

Cost-Effective Deployment:

¢ The cost of integrating the Sky License system into existing infrastructures would be
shared by government, ISPs, and private stakeholders, ensuring a collaborative
approach to internet governance. Over time, the reduced societal costs of
cybercrime, disinformation, and harassment would offset the initial implementation
expenses.

Long-Term Impact and Vision

The Sky License system does more than address immediate challenges—it creates a
sustainable framework for the future of the internet. As online behavior becomes more
accountable, positive societal outcomes will emerge, including:

« Safer Digital Communities: A reduction in harmful behavior will create more
inclusive, respectful online spaces.

¢ Informed Engagement: With the system in place, disinformation will be less likely
to spread unchecked, fostering a more informed, engaged public.

« Empowered Users: By providing clear paths to rehabilitation, education, and
appeals, users are empowered to understand their digital responsibilities and make
informed choices about their online actions.

A Future-Proof Solution:

¢ The Sky License system is designed to be adaptable, allowing for future innovations
in digital governance. As artificial intelligence, machine learning, and blockchain
technologies evolve, the system can integrate new tools to enhance oversight,
improve user experiences, and strengthen digital security.

Do not distribute. Confidential. All Rights Reserved. ©2019-2024 Sky eID



Fairness and Rehabilitation

One of the core principles of the Sky License system is fairness. Rather than focusing solely
on punishment, the system emphasizes rehabilitation and education. Users who violate
digital guidelines are given the opportunity to correct their behavior through online
behavior programs, counseling, or positive community contributions.

Corrective Actions:

¢ Penalty points accumulated through minor infractions can be reduced through
digital behavior education programs, while more serious offenses may require
users to participate in rehabilitation and behavioral assessments before regaining
full access to the internet.

Rehabilitation over Exclusion:

¢ The Sky License system avoids permanent exclusion of users unless absolutely
necessary. Even repeat offenders are given opportunities to regain their digital
privileges, ensuring that the system prioritizes education and self-improvement
over harsh punitive measures.

Global Collaboration and Adaptability

The internet is a global space, and the Sky License system is designed to operate across
jurisdictions. By aligning with global data protection standards such as GDPR, the system
ensures smooth integration with international regulations.

Collaboration Across Borders:

e The system's decentralized architecture, powered by blockchain, allows for
seamless collaboration with international organizations and regulatory bodies such
as INTERPOL and Europol. This cross-border cooperation ensures that harmful
behaviors cannot escape accountability, regardless of where the user is located.

Adaptability to Diverse Jurisdictions:

¢ The Sky License system is adaptable to various legal frameworks, allowing countries
with differing regulations to participate. The system's transparency and
immutability provide assurance to global regulators that their standards are being
met without sacrificing user privacy.

Call to Action
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As the internet continues to evolve, it is imperative that we take action to ensure it remains
a safe, trustworthy, and respectful environment for all users. The Sky License (eID) system
offers a comprehensive, scalable solution to address the pressing challenges of
cyberbullying, disinformation, and online crime while protecting individual privacy and free
speech.

Collaboration is Key:

¢ Governments, ISPs, and technology providers must collaborate to implement the
Sky License system, ensuring that it becomes a standard for responsible internet
governance. Together, we can create a safer, more accountable internet that benefits
everyone.

Building a Better Digital Future:

¢ The Sky License system isn’t just a response to today’s internet challenges—it is a
framework for the future. By encouraging responsible behavior, creating
transparent accountability mechanisms, and protecting user privacy, the Sky
License system can reshape the digital landscape for generations to come.

Research Support

This section provides essential data and real-world examples that underscore the necessity
for increased accountability, governance, and transparency in the digital space. Drawing
from credible sources such as Pew Research, Oxford Internet Institute, and recent court
rulings, this section outlines the critical challenges posed by unregulated online behavior
and highlights technological advancements in data privacy and encryption that make the
Sky License (eID) system both feasible and necessary.

1. Cyberbullying and Societal Impact (Pew Research)

Cyberbullying has emerged as one of the most damaging consequences of unregulated
online spaces. Research consistently shows the profound impact of cyberbullying on mental
health and social well-being, particularly among younger users.
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e Pew Research (2018) reports that 59% of U.S. teens have experienced some form
of cyberbullying, including behaviors such as offensive name-calling, physical
threats, and online shaming.

¢ Furthermore, 63% of teens believe social media companies should be more
proactive in addressing cyberbullying and harmful behaviors on their platforms.

The Sky License (eID) system directly addresses these challenges by tying harmful
behaviors to verified user identities. By introducing session-specific accountability, harmful
actions such as bullying or harassment can be traced, penalized, and corrected.

Supporting Studies:

e AJAMA Pediatrics (2021) study linked cyberbullying to increased rates of
depression, anxiety, and suicidal ideation among adolescents. This underscores the
importance of the Sky License system in creating a safer online environment that
mitigates the mental health impacts of harassment.

This research supports the case for stronger governance in digital spaces, and the Sky
License (elD) system provides the necessary framework to track and address harmful
behaviors in real time.

2. Misinformation and Disinformation (Real-World Examples)

Misinformation and disinformation are not just problems for individual users; they threaten
the stability of democratic institutions and public trust.

o The Cambridge Analytica Scandal (2016) demonstrated how improperly obtained
data from millions of Facebook users was used to manipulate public opinion during
the U.S. Presidential Election and the Brexit referendum. This scandal exposed the
vulnerability of online platforms to manipulation and raised concerns over user
privacy and the weaponization of personal data.

e Social Media Radicalization (2016-Present): Disinformation campaigns on social
media platforms like Facebook, Twitter, and YouTube have been linked to the
radicalization of individuals and groups. Algorithms designed to maximize
engagement often promote extreme content, inadvertently spreading harmful
ideologies.

The Sky License (eID) system introduces accountability mechanisms that limit the ability
of malicious actors to spread disinformation. By logging each user’s session through
blockchain technology, the system ensures that individuals responsible for disinformation
campaigns can be identified and penalized, without infringing on the free flow of legitimate
discourse.

Supporting Data:

Do not distribute. Confidential. All Rights Reserved. ©2019-2024 Sky eID



Oxford Internet Institute (2019) found that computational propaganda influenced
public opinion in over 70 countries between 2016 and 2019. The Sky License
system can mitigate this issue by tracking the origins of disinformation and holding
individuals or organizations accountable.

A study from MIT (2018) revealed that false news spreads faster than true news on
platforms like Twitter, with false stories being 70% more likely to be retweeted.
The Sky License system would create an accountability framework that slows the
spread of harmful misinformation by linking disinformation to verified user
identities.

3. Data Privacy and Encryption Advancements

As data breaches and privacy concerns grow, encryption has become a critical focus for
protecting user information. The SKky License (eID) system incorporates advanced
encryption methods, such as AES-256, to safeguard user data while providing the
transparency necessary for accountability.

End-to-End Encryption (E2EE) is now standard on many platforms, including
WhatsApp and Signal, ensuring that only the communicating parties can read the
content of their messages. Similarly, the Sky License system ensures that session-
specific glyphs are encrypted and anonymized, protecting users while maintaining
traceable logs for oversight.

The GDPR (2018) set a global standard for data privacy, emphasizing the need for
data minimization, explicit consent, and user control over personal information. The
Sky License system aligns with GDPR by maintaining privacy-focused encryption,
only storing anonymized session data on the blockchain while ensuring that
individuals’ sensitive data remains private.

Supporting Studies:

A McKinsey & Company (2020) report on data privacy emphasized the
importance of using blockchain and Al-driven encryption to secure digital data. The
Sky License system leverages both, offering a future-proof solution for managing
data securely while providing transparency for governance purposes.

Harvard Law Review (2021) published research on decentralized data
governance, advocating for the use of blockchain to protect user privacy while
maintaining transparency. This supports the Sky License system's use of blockchain
for secure, immutable session logging.

4. Court Cases and Legal Precedents: Internet as a Privilege
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The question of whether internet access is a right or a privilege has been debated in
courtrooms around the world. Several landmark cases have established that while freedom
of speech is protected, harmful behaviors that take place on the internet can be regulated.

¢ Packingham v. North Carolina (2017): The U.S. Supreme Court ruled that social
media platforms are modern public squares, where free speech is protected.
However, the Court also recognized that certain behaviors (e.g., threats,
harassment) may lead to restricted access. The Sky License system builds on this
precedent by allowing individuals to express themselves freely while ensuring that
harmful behavior is penalized.

¢ Netherlands v. Google (2020): This GDPR compliance ruling highlighted that data
privacy is a fundamental right, but may be subject to limitations in cases where
public safety is compromised. The Sky License system adheres to this principle by
ensuring that online freedoms are balanced with accountability for harmful actions.

Supporting Legal Analyses:

¢ Electronic Frontier Foundation (EFF) and the Center for Democracy &
Technology (CDT) have analyzed the tension between free speech and platform
regulation, concluding that while the internet should remain open, harmful actions
such as hate speech or disinformation must be regulated. The Sky License system
aligns with these findings by focusing on behavior rather than content, ensuring that
freedom of expression is maintained while harmful conduct is addressed.

Conclusion for Part 2

The Sky License (eID) system'’s foundation is reinforced by real-world data and legal
precedents that emphasize the importance of regulating harmful online behaviors while
safeguarding privacy and free speech. Research into cyberbullying, misinformation, data
privacy, and court rulings clearly demonstrates the urgent need for a system like Sky
License to bring accountability and safety to digital spaces. By utilizing cutting-edge
encryption, blockchain technology, and a behavior-based regulatory framework, the Sky
License system is well-positioned to address the evolving challenges of internet governance.

Addressing Potential Free Speech Concerns: Aligning Sky License (elD)
with 1st Amendment Rights

One of the most significant considerations in implementing the Sky License (eID) system in
the United States is ensuring that it aligns with the protections offered by the First
Amendment, which guarantees the right to freedom of speech. While this right is
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fundamental, it is not without limitations. The SKky License system is carefully designed to
regulate harmful behavior while preserving free expression, drawing on established legal
precedents and global practices that balance free speech with accountability.

1. Understanding the Limits of Free Speech: U.S. Legal Precedents

Although the First Amendment protects freedom of speech, the U.S. Supreme Court has
consistently ruled that certain forms of speech—such as threats, harassment, and
incitement to violence—are not protected. The Sky License (eID) system operates within
these legal boundaries, focusing on regulating harmful actions rather than censoring
content based on its viewpoint or ideology.

Key Legal Cases:

¢ Chaplinsky v. New Hampshire (1942): This case established the "fighting words
doctrine," holding that speech which incites immediate violence or harm is not
protected under the First Amendment. The Sky License system would apply this
doctrine by targeting speech that crosses into harassment, bullying, or incitement,
ensuring accountability for harmful online behavior.

¢ Brandenburg v. Ohio (1969): This landmark case ruled that speech advocating
illegal action is protected unless it is intended and likely to incite "imminent lawless
action." The Sky License system follows this precedent by allowing political or
controversial speech unless it incites harm, ensuring that only dangerous speech is
regulated.

e Matal v. Tam (2017): In this case, the Court upheld that offensive speech, including
speech that some may find hateful, is protected unless it directly leads to harm. The
Sky License system maintains this balance by penalizing harmful actions such as
threats or incitement, while allowing controversial speech to remain protected.

By adhering to these precedents, the Sky License (eID) system focuses on harmful
behavior rather than censoring speech based on content or opinion, ensuring alignment
with U.S. free speech protections.

2. Global Practices: Striking the Balance Between Free Speech and Harmful Behavior

Many democratic nations have implemented regulations that balance free speech with
accountability for harmful behavior, offering valuable models for how the Sky License
(eID) system can operate within the U.S. legal framework.

Global Examples:

e Germany's NetzDG Law (2017): Germany introduced the NetzDG law, which
requires social media platforms to remove illegal content, such as hate speech and
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incitement to violence, within 24 hours. NetzDG does not infringe on free speech but
places necessary limits on harmful content. The Sky License system follows a similar
approach by regulating harmful actions, while still allowing a wide range of
protected speech.

European Union’s Digital Services Act (2022): This law aims to make online
platforms more accountable for illegal content while respecting free speech. It
emphasizes transparency, fairness in content moderation, and the protection of
fundamental rights. The Sky License system aligns with this framework by
introducing session-specific oversight, ensuring that harmful behavior is addressed
without infringing on free speech.

Canada’s Online Harms Legislation (in development): Canada’s approach to
regulating harmful online content focuses on combatting hate speech,
disinformation, and exploitation, while protecting the right to express diverse
opinions. The Sky License system’s behavior-based approach mirrors this by
allowing free expression while penalizing those who use the internet to harm
others.

These global practices demonstrate that it is possible to regulate harmful behavior without
overstepping into censorship, an approach the Sky License (eID) system upholds.

3. Oversight and Fair Processes for Ensuring Free Speech Protections

To prevent censorship and ensure fairness, the Sky License (eID) system is built on a
foundation of transparency and due process. This structure guarantees that users’ rights to

free speech are protected while maintaining accountability for harmful behavior.

Key Mechanisms:

Transparent Logging: Every penalty or action taken by the Sky License system is
logged immutably on the blockchain. This ensures that the reasons for penalizing a
user are clear and can be reviewed by independent auditors or oversight bodies.
The transparency of the blockchain provides an essential safeguard against
arbitrary censorship.

Appeal and Redress: Users have the right to appeal any penalties related to their
online behavior. The Sky License Oversight Committee provides a structured
process where users can present their case and appeal infractions. This process
ensures fairness and guards against unjust penalties, protecting users’ rights to free
expression.

Independent Audits: Regular audits by independent third parties will ensure that
the Sky License (eID) system operates within ethical and legal boundaries. These
audits will assess whether the system respects free speech while appropriately
penalizing harmful actions, ensuring that users are not unfairly censored.
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By incorporating these oversight mechanisms, the Sky License (eID) system safeguards

free speech rights while ensuring accountability for those who cause harm online.

4. Encouraging Responsible Free Speech While Preventing Harm

The Sky License (elD) system not only regulates harmful behavior but also encourages

users to engage in responsible and respectful speech. This dual approach protects free

speech while creating a safer and more positive online environment.

Features for Protecting Free Speech:

Session-Based Accountability: The Sky License system holds users accountable
for specific harmful actions, such as harassment, doxxing, or incitement, while
allowing users to express opinions and engage in debates freely.

Behavior-Focused Penalties: Rather than censoring content based on ideology or
opinion, the SKy License (eID) system focuses on harmful behaviors that violate
legal and ethical standards. This ensures that users can still engage in controversial
or offensive speech without fear of unjust penalties, as long as their actions do not
cause harm.

Education and Awareness: In addition to penalties, the Sky License system
encourages users to adopt responsible online behavior through educational tools
and resources. By promoting awareness about the impact of harmful speech, the
system aims to create a culture of accountability without suppressing diverse
viewpoints.

The system's focus on behavior rather than content ensures that free speech is protected

while harmful actions are appropriately addressed.

Conclusion: Balancing Accountability and Free Speech

The Sky License (eID) system aligns with First Amendment protections by focusing on

harmful behaviors rather than censoring speech based on its content. By drawing on U.S.

legal precedents and global best practices, the system introduces accountability while

preserving the core principles of free expression. With its transparent oversight

mechanisms, appeals processes, and commitment to regulating actions instead of ideas, the

Sky License (eID) system ensures a safer and more respectful digital space, where free
speech and accountability coexist.

Historical Parallel: The Evolution of Driver’s Licenses
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As the internet continues to evolve into an essential tool for modern life, the question of
whether access should be a right or a privilege is increasingly relevant. To understand how
regulating access to the internet might work, we can draw a historical parallel to the
evolution of driver’s licenses—where freedom of movement was eventually regulated in the
interest of public safety, responsibility, and accountability.

Just as the automobile transformed mobility in the 20th century, the internet has
revolutionized communication, information sharing, and commerce. However, both
innovations required new regulations as they grew in use and impact. The introduction of
the SKky License (eID) system can be understood by looking at how societies adopted
driver’s licenses to ensure responsible use of automobiles.

1. The Early Days of Automobiles: A Free-for-All

When automobiles first appeared in the late 19th and early 20th centuries, driving was
initially seen as a personal freedom rather than a regulated activity. People bought and
drove cars without any formal training or oversight, similar to how early internet users
were given free rein online. However, as cars became more prevalent, their misuse posed
significant risks to public safety.

e Unregulated Use: Much like the early internet, cars were initially unregulated.
Drivers navigated roads without licenses, training, or rules.

¢ Increased Dangers: As automobiles became faster and more common, accidents,
injuries, and fatalities soared. Similarly, the rise of unregulated internet use has led
to harmful behaviors such as cyberbullying, disinformation, and online crime.

Governments quickly recognized that driving required regulation for the safety of all road
users. Similarly, the internet—once an open frontier—has grown into a space that demands
new forms of oversight to ensure user responsibility.

2. The Introduction of Driver’s Licenses: Safety and Responsibility

In the early 20th century, governments began introducing driver’s licenses as a way to
regulate who could operate vehicles. This marked a turning point where driving was no
longer considered an unrestricted right but a privilege that required both skill and
responsibility. The evolution of driver’s licenses provides a useful model for how internet
access could be regulated through the Sky License (eID) system.

Key Milestones in Driver’s License Regulation:

e Massachusetts and Missouri (1903): These states were the first to require drivers
to pass exams and obtain licenses, setting the precedent for regulating automobiles.
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Widespread Adoption (1930s): By the 1930s, nearly every state in the U.S. had
adopted driver’s license laws, driven by the need to reduce accidents and improve
public safety. In much the same way, the Sky License (eID) system can be
introduced to ensure that users demonstrate responsibility before accessing the
internet.

Lessons for the Internet:

1. Public Safety and Accountability: Just as driving licenses were introduced to

ensure public safety, the SKky License (eID) system provides a framework for
making the internet safer by holding users accountable for their actions. Harmful
behaviors like cyberbullying, disinformation, and harassment are analogous to
reckless driving—both pose risks to the broader community.

Training and Education: Driver’s licenses introduced mandatory training and tests
to ensure that drivers understood the rules of the road. Similarly, the Sky License
(eID) system can educate users on responsible online behavior, providing training
modules or certifications for new users. These requirements help ensure that people
understand how to engage ethically and safely online.

3. Overcoming Public Resistance: Making Regulation Acceptable

The introduction of driver’s licenses was not without resistance. Many people viewed

driving as an inherent right, tied to car ownership, and resented the idea of needing

permission to drive. The same resistance may arise with internet regulation, as some people

argue that access to the internet is a fundamental right. Governments overcame early

resistance to driver’s licenses by framing them as tools for public safety and offering clear

benefits to compliant drivers.

Key Strategies to Overcome Resistance:

Framing as a Matter of Public Safety: Governments framed driver’s licenses as
essential for protecting lives, reducing accidents, and improving road safety.
Similarly, the SKky License (eID) system can be positioned as a safeguard against the
dangers of an unregulated internet—cybercrime, harassment, and disinformation
can all harm individuals and communities.

Providing Incentives for Compliance: Over time, driver’s licenses became tied to
benefits such as lower insurance premiums and legal protections. For the Sky
License (eID) system, users could be incentivized with greater access to secure
platforms, reduced risks of identity theft, or faster resolution of online disputes.

Education and Awareness Campaigns: Public awareness campaigns helped
people understand the benefits of driving regulations. In the case of internet
regulation, educational initiatives can raise awareness about the risks of an
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unregulated digital environment and the advantages of a safer, more accountable
system.

4. Responsibility as a Privilege, Not a Right

The transition from unregulated driving to a licensed privilege created a new social
contract: driving was not a right, but a privilege contingent upon responsible behavior. This
concept can be applied to the Sky License (eID) system, where internet access becomes a
privilege that comes with responsibilities. Users who demonstrate responsible behavior
retain access, while those who engage in harmful actions face restrictions or penalties.

Key Principles for Internet Regulation:

¢ Privilege vs. Right: Just as society came to accept that driving was a privilege, the
same approach can be applied to internet access. Responsible online behavior
becomes the requirement for continued access, much like following traffic laws is
required for maintaining a driver’s license.

¢ Accountability for Harm: Reckless drivers can lose their licenses if they pose a
threat to public safety. Similarly, users who engage in harmful behaviors online—
such as cyberbullying, spreading misinformation, or committing online crimes—can
face temporary or permanent suspension of their Sky License.

5. Building Public Trust: Transparency and Fairness

To ensure public trust in the driver’s license system, governments adopted clear,
transparent processes for issuing and revoking licenses. This included appeals processes,
standards for testing, and regular updates to traffic laws. The Sky License (eID) system
must similarly emphasize transparency and fairness to gain public support.

Key Elements for Building Trust:

e (lear Guidelines and Due Process: Users should know exactly what behaviors will
result in penalties and have access to clear guidelines on how to maintain their Sky
License. This transparency mirrors the clear rules of the road that drivers must
follow.

e Fair Appeals Process: Just as drivers can contest fines or license suspensions, users
of the Sky License (eID) system should have the right to appeal penalties. This
ensures that users feel protected from unfair treatment and have the opportunity to
correct mistakes.

¢ Regular Updates and User Involvement: Just as traffic laws evolve to reflect
changes in vehicle technology and road safety, the Sky License (eID) system should
evolve to address new challenges in online behavior and emerging technologies.
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Involving users in this process, through feedback and public comment periods, can
help maintain trust in the system.

Conclusion: Lessons from the Evolution of Driver’s Licenses

The history of driver’s licenses offers a valuable blueprint for how to regulate internet
access. Just as governments successfully transitioned from unregulated driving to a licensed
system, the SKy License (eID) system can transform internet access from an unregulated
right into a privilege that requires responsibility and accountability. By framing internet
access as a privilege, ensuring transparency and fairness, and emphasizing public safety, the
Sky License system can gain public support and foster a safer, more responsible digital
world.
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